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01. 배경지식

❖ Overview (w/ Fiat-Shamir Transform)

Lattice-based Signatures

[Lyu09] [GLP12] [BG14] Dilithium
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01. 배경지식

❖ Short Integer Solutions(SIS) Problem

◆ Definition

▪ Given a matrix 𝑨 ∈ ℤ𝑞
𝑛×𝑚 and a real 𝛽, 

find a vector 𝒛 ∈ ℤ𝑚 such that 𝑨𝒛 = 𝟎 mod q and 0 < 𝒛 ≤ 𝛽

◆ Ring-SIS Problem

▪ Given a matrix 𝑎1, … , 𝑎ℓ ∈ 𝑅𝑞 and a real 𝛽, 

find a vector 𝒛 ∈ 𝑅ℓ s.t. σ𝑖=1
ℓ 𝑎𝑖 ⋅ 𝑧𝑖 = 𝟎 mod q and 0 < 𝒛 ≤ 𝛽

◆ Module-SIS Problem

▪ Given a matrix 𝑨 ∈ 𝑅𝑞
𝑘×ℓ and a real 𝛽, 

find a vector 𝒛 ∈ 𝑅ℓ such that 𝑨 ⋅ 𝒛 = 𝟎 mod q and 0 < 𝒛 ≤ 𝛽

Lattice Problems
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01. 배경지식

❖ Learning with Errors(LWE) Problem

◆ Definition

▪ Search : Given 𝑨 ∈ ℤ𝑞
𝑚×𝑛 and 𝒃 = 𝑨𝒔 + 𝒆 where 𝒆 ← 𝜒, find a vector 𝑠 ∈ ℤ𝑞

𝑛

▪ Decision : Distinguish 𝑨,𝑨𝒔 + 𝒆 from uniform (𝑨, 𝒖) pairs

◆ Ring-LWE Problem

▪ Given 𝒂 ∈ 𝑅𝑞
𝑘 and 𝒃 = 𝒂 ⋅ 𝑠 + 𝒆 where 𝒆 ← 𝜒, find 𝑠 ∈ 𝑅𝑞

◆ Module-LWE Problem

▪ Given a matrix 𝑨 ∈ 𝑅𝑞
𝑘×ℓ and 𝒃 = 𝑨 ⋅ 𝒔 + 𝒆 where 𝒆 ← 𝜒, find a vector 𝒔 ∈ 𝑅𝑞

ℓ

Lattice Problems
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01. 배경지식

𝐹𝒂 𝒙 = σ𝑖=1
𝑚 𝑥𝑖 ⋅ 𝑎𝑖 where 𝒙 = 𝑥1, … , 𝑥𝑚 ∈ 𝑅𝑞

𝑚 and 𝒙 ∞ ≤ 𝛽

=

𝒂 𝒙𝑭𝒂(𝒙)

𝑎1 𝑎2 𝑎3 𝑎4

𝑥1
𝑥2

𝑥3
𝑥4

❖ Generalized Compact Knapsack(GCK) 

◆ Definition

▪ For a ring 𝑅, small integer 𝑚 > 1, GCK function 𝐹𝒂: 𝑅
𝑚 → 𝑅 is defined as follows:

◆ Onewayness of GCK problem

▪ Given 𝒂 = 𝑎1, … , 𝑎𝑚 ∈ 𝑅𝑚 and 𝑡 ∈ 𝑅, find 𝒙 s.t. 𝒙 ∞ ≤ 𝛽 and 𝐹𝒂 𝒙 = 𝑡

◆ Collision-Resistance of GCK problem

▪ Given 𝒂 = 𝑎1, … , 𝑎𝑚 ∈ 𝑅𝑚, find 𝒙, 𝒚 ∈ 𝑹𝒒
𝒎 s.t. 𝒙 ≠ 𝒚,  𝒙 ∞ ≤ 𝛽, 𝒚 ∞≤ 𝛽 and 𝐹𝒂 𝒙 = 𝐹𝒂 𝒚

GCK Function

[Mic02] D. Micciancio., “Generalized compact knapsacks, cyclic lattices,  and efficient one-way functions”, FOCS 2002

[LM06] V. Lyubashevsky et al., “Generalized Compact Knapsacks Are Collision Resistant”, ICALP 2006

[PR06] C. Peikert et al., “Efficient Collision-Resistant Hashing from Worst-Case Assumption on cyclic Lattices”, TCC 2006
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01. 배경지식

❖ Lattice-based Signature

◆ Schnorr Identification

Lattice-based Signatures
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01. 배경지식

❖ Lattice-based Signature

◆ Schnorr Signature (w/ Fiat-Shamir Transform)

Lattice-based Signatures
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01. 배경지식

❖ Lattice-based Signature

◆ Lyubashevsky’s Identification Scheme

▪ Principle : Proof Knowledge of the input 𝒔 ∈ 𝑅𝑚 such that 𝐹𝒂(𝒔) = σ𝑖=1
𝑚 𝑎𝑖 ⋅ 𝑠𝑖 and 𝒔 ∞ ≤ 𝛽

▪ Rejection Sampling (𝒛)

Lattice-based Signatures

[Lyu09] V. Lyubashevsky., “Fiat-Shamir with Aborts: Applications to Lattice and Factoring-based Signatures”, ASIACRYPT 2009
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01. 배경지식

❖ Security Proof based on GCK-CR

◆ [Lyu09]

𝐺𝑜𝑎𝑙: 𝑓𝑖𝑛𝑑 𝒙, 𝒙′

𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡 𝐹𝒂 𝒙 = 𝐹𝒂 𝒙′

𝒂, 𝑡𝑝𝑢𝑏𝑙𝑖𝑐 𝑘𝑒𝑦: 𝑡 = 𝐹𝒂 𝒔

𝑔𝑒𝑡 𝑡𝑤𝑜 𝑓𝑜𝑟𝑔𝑒𝑟𝑦 𝑐, 𝒛 , 𝑐′, 𝒛′

Such that  
𝐹𝒂 𝒛 − 𝑡𝑐 = 𝑌,
𝐹𝒂 𝒛′ − 𝑡𝑐′ = 𝑌

Set  𝒙 = 𝒛 − 𝒔𝑐,
𝒙′ = 𝒛′ − 𝒔𝑐′

𝑐, 𝒛 , (𝑐′, 𝒛′)

𝒂

※𝐹𝒂 𝒙 = 𝐹𝒂 𝒛 − 𝒔𝑐 = 𝐹𝒂 𝒛 − 𝑡𝑐
= 𝑌 = 𝐹𝒂 𝒛′ − 𝑡𝑐′
= 𝐹𝒂 𝒛′ − 𝒔𝑐′ = 𝐹𝒂 𝒙′

𝒙 ≠ 𝒙′ 𝒃𝒚 𝑤𝑖𝑡𝑛𝑒𝑠𝑠 𝑖𝑛𝑑𝑠𝑖𝑠𝑡𝑖𝑛𝑔𝑢𝑖𝑠ℎ𝑎𝑏𝑖𝑙𝑖𝑡𝑦 ⇒ Security Requirement : 𝒒𝒏 ≪ 𝟐𝜷 + 𝟏 𝒎𝒏

𝒙, 𝒙′

𝒜 (GCK-CR adversary)

ℬ (EUF-CMA Forger)

𝑌 = 𝐹𝒂 𝒚

≠ 𝒚 + 𝒔𝑐 − 𝒔𝑐
≠ 𝒚 + 𝒔𝑐′ − 𝒔𝑐′

Lattice-based Signatures

[Lyu09] V. Lyubashevsky., “Fiat-Shamir with Aborts: Applications to Lattice and Factoring-based Signatures”, ASIACRYPT 2009
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01. 배경지식

❖ Lyubashevsky’s Identification Scheme 

◆ Principle

▪ Proof Knowledge of the input 𝒔 such that 𝐹𝒂 𝒔 = σ𝑖=1
𝑚 𝑠𝑖 ⋅ 𝑎𝑖 and 𝒔 ∞ ≤ 𝛽

◆ Limitation

▪ Security proof based on GCK collision-resistance problem + additional security requirement

Lattice-based Signatures

[Lyu09] V. Lyubashevsky., “Fiat-Shamir with Aborts: Applications to Lattice and Factoring-based Signatures”, ASIACRYPT 2009
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01. 배경지식

❖ Lattice-based Signature

◆ A Variant of Schnorr Identification

Lattice-based Signatures
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01. 배경지식

❖ Lattice-based Signature

◆ Identification Protocol [GLP12]

Lattice-based Signatures

[GLP12] T. G ሷuneysu et al., “Practical Lattice-based Cryptography: A Signature Scheme for Embedded Systems”, CHES 2012
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01. 배경지식

❖ Security Proof based on Ring-SIS

◆ [GLP12]

𝐺𝑜𝑎𝑙: 𝑓𝑖𝑛𝑑 𝒙𝟏, 𝒙𝟐
𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡 𝒂𝒙1 + 𝒙2 = 𝟎

𝒂, 𝑡𝑝𝑢𝑏𝑙𝑖𝑐 𝑘𝑒𝑦: 𝑡 = 𝒂𝒔 + 𝒆

𝑔𝑒𝑡 𝑡𝑤𝑜 𝑓𝑜𝑟𝑔𝑒𝑟𝑦 𝑐, 𝒛 , 𝑐′, 𝒛′

Such that  
𝒂𝒛1 + 𝒛2 − 𝑡𝑐 = 𝒀,
𝒂𝒛1

′ + 𝒛2
′ − 𝑡𝑐′ = 𝒀

Set  𝒙1 = 𝒛1 − 𝒔𝑐 − 𝒛1
′ + 𝒔𝑐′,

𝒙2 = 𝒛2
′ − 𝒆𝑐 − 𝒛2

′ + 𝒆𝑐′

𝑐, 𝒛 , (𝑐′, 𝒛′)

𝒂

𝒙𝟏 ≠ 𝟎 & 𝒙′ ≠ 𝟎 𝒃𝒚 𝑤𝑖𝑡𝑛𝑒𝑠𝑠 𝑖𝑛𝑑𝑠𝑖𝑠𝑡𝑖𝑛𝑔𝑢𝑖𝑠ℎ𝑎𝑏𝑖𝑙𝑖𝑡𝑦 ⇒ Security Requirement : 𝑞𝑛 ≪ 2𝛽 + 1 𝑚𝑛

𝒙1, 𝒙2

𝒜 (Ring-SIS adversary)

ℬ (EUF-CMA Forger)

𝑌 = 𝑎𝑦1 + 𝑦2

Lattice-based Signatures

= 𝒂𝒔′ + 𝒆′

[GLP12] T. G ሷuneysu et al., “Practical Lattice-based Cryptography: A Signature Scheme for Embedded Systems”, CHES 2012

Decisional – LWE problem
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01. 배경지식

❖ Lattice-based Signature

◆ Identification Protocol [GLP12]

Lattice-based Signatures

[GLP12] T. G ሷuneysu et al., “Practical Lattice-based Cryptography: A Signature Scheme for Embedded Systems”, CHES 2012
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01. 배경지식

❖ Lattice-based Signature

◆ Improved Identification Protocol [BG14]

Lattice-based Signatures

𝑎𝑧1 − 𝑡𝑐
= 𝑎 𝑠𝑐 + 𝑦1 − 𝑎𝑠 + 𝑒 𝑐
= 𝑎𝑦1 − 𝑒𝑐
≈ 𝑎𝑦1

1 1 0 1 10 1 1 1 01 1 0 1 1 10 1 1 1 01≠

0 1 11 0 1 11=

Signature Size Reduction

[BG14] S. Bai et al., “An Improved Compression Technique for Signatures based on Learning with Errors”, CT-RSA 2014
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01. 배경지식

❖ Lattice-based Signature

◆ Dilithium (MLWE + MSIS)

Lattice-based Signatures

PK compression

𝑨𝒛 − 𝑐𝒕1 ⋅ 2
𝛼 = 𝑨𝒛 − 𝑐 𝒕 − 𝒕0

= 𝑨𝒛 − 𝒕𝑐 − 𝑐𝒕0

= 𝑨𝒚 − 𝒆𝑐 − 𝑐𝒕0

[DKL+18] L. Ducas et al., “CRYSTALS-Dilithium: A Lattice-based Digital Signature Scheme”, TCHES 2018



❖ Dilithium

◆ Public key : 𝑨, 𝒕𝟏 = 𝑨 ⋅ 𝒔 + 𝒆 𝛼 ∈ 𝑅𝑞
𝑘×ℓ × 𝑅𝑞

𝑘 Secret key : 𝒔, 𝒆, 𝒕𝟎

◆ Sign : 𝒛, 𝑐, ℎ = 𝒚 + 𝑐𝒔, 𝑐 = 𝐻 𝑨𝒚 𝒅, 𝑚 , ℎ = 𝐻𝑖𝑛𝑡(−𝑐𝒕0, 𝑨𝒚 − 𝑐𝒆 + 𝑐𝒕0, 𝑑)

◆ Check if

17

Lattice-based Signatures01. 배경지식

𝑚

=  H

𝑨 𝒚

Sig : +

𝒚 𝒔 𝑐

=

𝒛

𝑑

||𝑙𝑜𝑤 𝑐𝒕0 ||∞ < 2𝑑

| 𝒚 + 𝑐𝒔 |∞ < 𝐵 − 𝐿𝑠

||𝑙𝑜𝑤 𝑨𝒚 − 𝑐𝒆 ||∞ < 2𝑑 − 𝐿𝑒

Security check on 𝑠 [Lyu09]

Security check on 𝑒 [GLP12], [BG14]

Correctness check for hint [Dilithium]

𝑐



GCK-Based Signatures (1)
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02. GCKSign

02. 연구내용
❖ GCK function 𝐹𝒂 and 𝑹𝒒 = 𝒁𝒒 𝒙 /< 𝒙𝒏 + 𝟏 >, 𝑞 = 𝑝𝑟𝑖𝑚𝑒 for NTT

◆ Public key : 𝒂, 𝑡 = 𝐹𝒂(𝒔) ∈ 𝑅𝑞
𝑚 × 𝑅𝑞 Secret key : 𝒔 ∈ 𝑅 −𝜂,𝜂

𝑚

◆ Sign : 𝒛, Ƹ𝑐 = 𝒚 + 𝑐 ∙ 𝒔, Ƹ𝑐 = 𝐻(𝐹𝒂(𝒚), 𝜇) ∈ 𝑅 −𝐵+𝐿𝑠,𝐵−𝐿𝑠
𝑚 × 0,1 ℓ1

▪ | 𝑐 ∙ 𝒔 | < 𝐿𝑠  𝑐 : sparse ternary distribution and 𝒔 ← 𝑅[−𝜂,𝜂]
𝑚

▪ Check if 𝒛 = ||𝒚 + 𝑐 ∙ 𝒔|| < 𝐵 − 𝐿𝑠 to prevent leakage of 𝒔 from 𝒛

◆ Verification:  (1) compute 𝒂 ∙ 𝒛 − 𝑐 ∙ 𝑡 =𝒂 ∙ 𝒚

(2) check if  Ƹ𝑐 = 𝐻(𝒂 ∙ 𝒚, 𝜇)
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01. 배경지식

❖ Security Proof based on GCK-OW (trial)

𝒂, 𝑡
𝑝𝑢𝑏𝑙𝑖𝑐 𝑘𝑒𝑦: 𝑡

𝒂, 𝑡

𝒙

𝒜 (GCK-OW adversary)

ℬ (EUF-CMA Forger)

𝑔𝑒𝑡 𝑡𝑤𝑜 𝑓𝑜𝑟𝑔𝑒𝑟𝑦 𝑐, 𝒛 , 𝑐′, 𝒛′

Such that  
𝐹𝒂 𝒛 − 𝑡𝑐 = 𝑌,
𝐹𝒂 𝒛′ − 𝑡𝑐′ = 𝑌
𝒛 − 𝒛′ = 𝑐 − 𝑐′ 𝒙

𝒙 = 𝒛 − 𝒛′ 𝑐 − 𝑐′ −1

𝑐, 𝒛 , (𝑐′, 𝒛′)

𝐺𝑜𝑎𝑙: 𝑓𝑖𝑛𝑑 𝒙
𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡 𝐹𝒂 𝒙 = 𝑡 and 𝒙 ∞ < 𝛽

Lattice-based Signatures
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02. GCKSign

❖ Generalized Compact Knapsack(GCK) 

◆ One-wayness of GCK problem

▪ Given 𝒂 = 𝑎1, … , 𝑎𝑚 ∈ 𝑅𝑚 and 𝑡 ∈ 𝑅
find 𝒙 s.t. 𝒙 ∞ ≤ 𝛽 and 𝐹𝒂 𝒙 = 𝑡

◆ Collision-Resistance of GCK problem

▪ Given 𝒂 = 𝑎1, … , 𝑎𝑚 ∈ 𝑅𝑚, find 𝒙, 𝒚 ∈ 𝑹𝒒
𝒎

s.t. 𝒙 ≠ 𝒚,  𝒙 ∞ ≤ 𝛽, 𝒚 ∞≤ 𝛽 and 𝐹𝒂 𝒙 = 𝐹𝒂 𝒚

◆ Target-modified One-wayness of GCK problem (TMO)  

▪ Given 𝒂 = 𝑎1, … , 𝑎𝑚 ∈ 𝑅𝑚 and 𝑡 ∈ 𝑅,
find 𝒙, 𝑐 s.t. 𝑐 ∞ ≤ 𝛼, 𝒙 ∞≤ 𝛽, and 𝐹𝒂 𝒙 = c ⋅ 𝑡

New GCK Problem
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02. GCKSign

❖ Security Proof

◆ Security based on GCK-TMO Problem

New GCK Problem

𝒂, 𝑡
𝑝𝑢𝑏𝑙𝑖𝑐 𝑘𝑒𝑦: 𝑡

𝒂, 𝑡

𝒜 (GCK-TMO adversary)

ℬ (EUF-CMA Forger)

𝑐, 𝒛 , (𝑐′, 𝒛′)

𝑌 = 𝐹𝒂 𝒚

𝐺𝑜𝑎𝑙: 𝑓𝑖𝑛𝑑 𝒙, 𝑐
𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡 𝐹𝒂 𝒙 = 𝑐 ⋅ 𝑡

𝒙, ǁ𝑐

Get two forgery 𝒛, 𝑐 , (𝒛′, 𝑐′)
Such that
𝐹𝒂 𝒛 − 𝑡𝑐 = 𝑌
𝐹𝒂 𝒛′ − 𝑡𝑐′ = 𝑌
𝐹𝒂 𝒛 − 𝒛′ = 𝑐 − 𝑐′ 𝑡

Set 𝒙 = 𝒛 − 𝒛′, ǁ𝑐 = (𝑐 − 𝑐′)

||𝒙||∞ ≤ 2 𝐵 − 𝐿𝑠
|| ǁ𝑐||∞ ≤ 2
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02. GCKSign New GCK Problem

❖ Reduction between GCK problems

ℬ (GCK-TMO adversary) → (𝒙, 𝑐) s.t. 𝑐 ∞ ≤ 𝛼, 𝒙 ∞≤ 𝛽, and 𝐹𝒂 𝒙 = c ⋅ 𝑡

Case 1) 𝒙𝑐−1 ∞ ≤ 𝛾
satisfying 𝑛 ⋅ 𝛼 ⋅ 𝛾 ≤ 𝛽

⇒ Set 𝒛 = 𝒙 ⋅ 𝑐−1

Case 2) 𝒙𝑐−1
∞
> 𝛾

⇒ Solving GCK−CR𝑛,𝑚,𝛽

⇒ Then it is satisfied that 𝐹𝒂 𝒛 = 𝐹𝒂 𝒙 ⋅ 𝑐−1 = 𝑡

⇒ Solving GCK−OW𝑛,𝑚,𝛾 ⇒ Solving GCK−OW𝑛,𝑚,𝛽

⇒ Solving GCK−CR𝑛,𝑚,𝛽



❖ Parameter selection & Performance Analysis (v0.1)

◆ Security parameters are determined by SIS hardness estimator

23

Comparison02. GCKSign

R-SIS
Problem



GCK-Based Signatures (1)
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02. 연구내용

02. GCKSign

❖ GCK function 𝐹𝒂 and 𝑹𝒒 = 𝒁𝒒 𝒙 /< 𝒙𝒏 + 𝟏 >, 𝑞 = 𝑝𝑟𝑖𝑚𝑒 for NTT

◆ Public key : 𝒂, 𝑡 = 𝐹𝒂(𝒔) ∈ 𝑅𝑞
𝑚 × 𝑅𝑞 Secret key : 𝒔 ∈ 𝑅 −𝜂,𝜂

𝑚

◆ Sign : 𝒛, Ƹ𝑐 = 𝒚 + 𝑐 ∙ 𝒔, Ƹ𝑐 = 𝐻(𝐹𝒂(𝒚), 𝜇) ∈ 𝑅 −𝐵+𝐿𝑠,𝐵−𝐿𝑠
𝑚 × 0,1 ℓ1

◆ Verification:  (1) compute 𝒂 ∙ 𝒛 − 𝑐 ∙ 𝑡 =𝒂 ∙ 𝒚

(2) check if  Ƹ𝑐 = 𝐻(𝒂 ∙ 𝒚, 𝜇)

← Key Recovery Attack
(KpqC Forum, Minkyu Kim)



LWE Attack
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02. 연구내용
❖ Primal Attack (uSVP) – (Low-density SIS Problem)

◆ Attack (Success Condition)

▪ BKZ with the Geometric Series Assumption (GSA) : ||𝒃𝑖
∗|| = 𝛿𝑑−2𝑖−1 ⋅ Vol Λ 1/𝑑

▪ uSVP solution 𝒗 will be detected if 

Λ = {𝒙 ∈ 𝑅𝑚+1: 𝑎1𝑥1 +⋯+ 𝑎𝑚𝑥𝑚 − 𝑡𝑥𝑚+1 ≡ 0 mod 𝑞}

𝑎1𝑠1 +⋯+ 𝑎𝑚𝑠𝑚 ≡ 𝑡 mod 𝑞

[ADPS15] E. Alkim et al., “Post-quantum Key Exchange – A New Hope”,  USENIX 2016

||𝜋𝑑−𝑏+1 𝒗 || ≤ ||𝑏𝑑−𝑏+1
∗ ||

⇒
𝜂 𝑛𝑚𝑏

𝑚 + 1 𝑛
≤ 𝛿2𝑏−𝑑𝑞1/(𝑚+1)

02. GCKSign
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02. GCKSign

❖ Reduction between GCK problems

ℬ (GCK-TMO adversary) → (𝒙, 𝑐) s.t. 𝑐 ∞ ≤ 𝛼, 𝒙 ∞≤ 𝛽, and 𝐹𝒂 𝒙 = c ⋅ 𝑡

Case 2) 𝒙𝑐−1 ∞ ≤ 𝛾 ⇒ Solving GCK−OW𝑛,𝑚,𝛾 (⇏ Solving GCK−OW𝑛,𝑚,𝛽)

where 𝑛 ⋅ 𝛼 ⋅ 𝛾 ≤ 𝛽

Case 1) 𝒙𝑐−1 ∞ > 𝛾 ⇒ Solving GCK−CR𝑛,𝑚,𝛽

New GCK Problem
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𝒚 ← 𝑅[−𝐵,𝐵]
ℓ

𝒔 ← 𝑅[−𝜂,𝜂]
ℓ

02. 연구내용

02. GCKSign

❖ GCK function 𝐹𝒂 and 𝑹𝒒 = 𝒁𝒒 𝒙 /< 𝒙𝒏 + 𝟏 >, 𝑞 = 𝑝𝑟𝑖𝑚𝑒

◆ Public key : 𝑨, 𝒕 = 𝐹𝑨(𝒔) ∈ 𝑅𝑞
𝑘×ℓ × 𝑅𝑞

𝑘 Secret key : 𝒔

◆ Sign : 𝒛, 𝑐 = 𝒚 + 𝑐 ∙ 𝒔, 𝑐 = 𝐻(𝐹𝑨(𝒚), 𝑚) ∈ 𝑅 −𝐵+𝐿𝑠,𝐵−𝐿𝑠
ℓ × 0,1 𝑤

◆ Verification:  (1) compute F𝑨(𝐳) − 𝑐 ∙ 𝒕 =F𝐀(𝐲)

(2) check if  𝑐 = 𝐻(𝐹𝑨(𝒚), 𝑚)

𝑐
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𝐹𝑨 𝒙 = 𝒕 where 𝒕 = 𝑨 ⋅ 𝒙 and 𝒙 ∞ ≤ 𝛽

❖ Module-GCK

◆ Definition

▪ For a ring 𝑅, integer 𝑘, ℓ, GCK function 𝐹𝑨: 𝑅
𝑘×ℓ → 𝑅𝑘 is defined as follows:

◆ OW of Module-GCK problem

▪ Given 𝑨 ∈ 𝑅𝑘×ℓ and 𝒕 ∈ 𝑅𝑘, find 𝒙 ∈ 𝑹ℓ s.t. 𝒙 ∞ ≤ 𝛽 and 𝐹𝑨 𝒙 = 𝒕

◆ CR of Module-GCK problem

▪ Given 𝑨 ∈ 𝑅𝑘×ℓ, find 𝒙, 𝒚 ∈ 𝑹ℓ s.t. 𝒙 ≠ 𝒚, 𝒙 ∞ ≤ 𝛽, 𝒚 ∞≤ 𝛽 and 𝐹𝑨 𝒙 = 𝐹𝑨 𝒚

◆ TMO of Module-GCK problem

▪ Given 𝑨 ∈ 𝑅𝑘×ℓ and 𝒕 ∈ 𝑅𝑘, find 𝒙, 𝑐 s.t. 𝑐 ∞ ≤ 𝛼, 𝒙 ∞≤ 𝛽, and 𝐹𝑨 𝒙 = c ⋅ 𝒕

Module-GCK Function

=

𝑨 𝒙𝐹𝑨(𝒙)
02. GCKSign
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02. 연구내용
❖ Low-density (I)SIS Problem to LWE Problem

𝑎1 𝑎2 𝑎5
𝑎3 𝑎4 𝑎6

𝑠1
𝑠2
𝑠3

≡
𝑡1
𝑡2

mod 𝑞

Minkyu Kim et al., “Analysis of GCKSign”, KpqC Forum, 2023.

If ∃ 𝐴1
−1 where 𝐴1 ≔

𝑎1 𝑎2
𝑎3 𝑎4

𝐴1 ∶

𝐴1
−1 ⋅

𝑎1 𝑎2 𝑎5
𝑎3 𝑎4 𝑎6

𝑠1
𝑠2
𝑠3

≡ 𝐴1
−1 ⋅

𝑡1
𝑡2

mod 𝑞

1 0 𝑎5
′

0 1 𝑎6
′

𝑠1
𝑠2
𝑠3

≡
𝑡1
′

𝑡2
′ mod 𝑞

𝑎5
′

𝑎6
′ ⋅ 𝑠3 +

𝑠1
𝑠2

≡
𝑡1
′

𝑡2
′ mod 𝑞

Adv𝑛,𝑘×ℓ,𝑞,𝛽
OW

Adv𝑛,𝑘×(ℓ−𝑘),𝑞,𝛽
LWE

02. GCKSign



❖ Parameter selection (v0.2)

◆ Security parameters are determined by LWE & SIS hardness estimator

30

Comparison02. GCKSign



❖ Parameter selection (v0.3)

◆ Security parameters are determined by LWE & SIS hardness estimator

31

Comparison

[Lyu09]

Adv𝑛,𝑘×ℓ,𝑞,𝛼,𝛽
M−TMO ≤ Adv𝑛,𝑘×ℓ,𝑞,𝛽

M−CR + Adv𝑛,𝑘×ℓ,𝑞,𝛾(≤𝛽/𝑛𝛼)
M−OW

where 𝛼 = 2, 𝛽 = 2(𝐵 − 𝐿𝑠)

02. GCKSign
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𝒚 ← 𝑅[−𝐵,𝐵]
ℓ

𝒔 ← 𝑅[−𝜂,𝜂]
ℓ

02. 연구내용
❖ GCK function 𝐹𝒂 and 𝑹𝒒 = 𝒁𝒒 𝒙 /< 𝒙𝒏 + 𝟏 >, 𝑞 = 𝑝𝑟𝑖𝑚𝑒

◆ Public key : 𝑨, 𝒕1 = 𝑨𝒔 𝑤 ∈ 𝑅𝑞
𝑘×ℓ × 𝑅𝑞

𝑘 Secret key : (𝒔, 𝒕0)

◆ Sign : 𝒛, Ƹ𝑐, ℎ = 𝒚 + 𝑐 ∙ 𝒔, Ƹ𝑐 = 𝐻 𝑨𝒚 𝑑 , 𝜇 , ℎ

◆ Verification: check if 𝑐 = 𝐻( 𝑨𝒛 − 𝒄𝒕1 𝒅 + ℎ, 𝜇)

Ƹ𝑐

03. Ongoing

𝑤

𝑡1
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❖ Security Proof based on GCK-TMO

𝑨, 𝒕1
𝑝𝑢𝑏𝑙𝑖𝑐 𝑘𝑒𝑦: 𝒕

𝑨, 𝑡

𝒜 (Module-TMO adversary)

ℬ (EUF-CMA Forger)

𝑐, 𝒛 , (𝑐′, 𝒛′)

𝐺𝑜𝑎𝑙: 𝑓𝑖𝑛𝑑 𝒙, 𝑐
𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡 𝑨𝒙 = 𝑐𝒕

Get two forgery 𝒛, 𝑐 , (𝒛′, 𝑐′)
Such that
𝑨𝒛 − 𝑐𝒕 𝑑 = 𝑌
𝑨𝒛′ − 𝑐′𝒕 𝑑 = 𝑌

𝑨 𝒛 − 𝒛′ = 𝑐 − 𝑐′ 𝒕 + 𝒖 − 𝒖′

where ||𝒛 − 𝒛′||∞ ≤ 2 𝐵 − 𝐿𝑠 , ||𝑐 − 𝑐′|| ≤ 2
and ||𝒖 − 𝒖′|| ≤ 2(2𝑑 − 1)

GCK-Based Signatures (3)03. Ongoing
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❖ Module-GCK

◆ TMO of Module-GCK problem

▪ Given 𝑨 ∈ 𝑅𝑘×ℓ and 𝒕 ∈ 𝑅𝑘, find 𝒙, 𝑐 s.t. 𝑐 ∞ ≤ 𝛼, 𝒙 ∞≤ 𝛽, and 𝐹𝑨 𝒙 = c ⋅ 𝒕

◆ HNF.TMO of Module-GCK problem (Hermite normal form)

▪ Given 𝑨 ∈ 𝑅𝑘×(ℓ−𝑘) and 𝒕 = 𝐹𝑨
𝐻(𝒛) ∈ 𝑅𝑘, 

find 𝒙, 𝑐 s.t. 𝑐 ∞ ≤ 𝛼, 𝒙 ∞≤ 𝛽, and 𝑨||𝑰𝑘 ⋅ [𝒙1| 𝒙2
𝑇 = c ⋅ 𝒕

◆ TMO+ of Module-GCK problem

▪ Given 𝑨 ∈ 𝑅𝑘×ℓ and 𝒕 ∈ 𝑅𝑘, find 𝒙, 𝑐, 𝒖 s.t. 𝑐 ∞ ≤ 𝛼, 𝒙 ∞≤ 𝛽 , 𝒖 ∞≤ 𝜔 and 𝑨𝒙 = 𝑐 ⋅ 𝒕 + 𝒖

◆ HNF.TMO+ of Module-GCK problem

▪ Given 𝑨 ∈ 𝑅𝑘×(ℓ−𝑘) and 𝒕 = 𝐹𝑨
𝐻(𝒛) ∈ 𝑅𝑘, 

find 𝒙, 𝑐, 𝒖 s.t. 𝑐 ∞ ≤ 𝛼, 𝒙 ∞≤ 𝛽 , 𝒖 ∞≤ 𝜔 and 𝑨||𝑰𝑘 ⋅ [𝒙1| 𝒙2
𝑇 = c ⋅ 𝒕 + 𝒖

=

𝑨 𝒙

I

𝑭𝑨
𝑯(𝒙)

GCK-Based Signatures (3)03. Ongoing
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❖ Module-GCK

◆ TMO𝒏,𝒌×ℓ,𝒒,𝜶,𝜷 = HNF.TMO𝒏,𝒌×ℓ,𝒒,𝜶,𝜷

▪ Proof) [𝑨1||𝑨2 ⋅ 𝒛 = 𝑐𝒕 ⟺ 𝑰| (𝑨1
−1𝑨2 ⋅ 𝒛 = 𝑐𝒕′ where 𝒕′ = 𝑨1

−𝟏𝒕

◆ HNF.TMO+𝒏,𝒌×ℓ,𝒒,𝜶,𝜷,𝝎 ≤ HNF.TMO𝒏,𝒌×ℓ,𝒒,𝜶,𝜷+𝝎

▪ Proof) (𝑰| 𝑨 ⋅ (𝒛1| 𝒛2
𝑇 = 𝑐𝒕 + 𝒖 ⟹ (𝑰| 𝑨 ⋅ (𝒛1 − 𝒖| 𝒛2

𝑇 = 𝑐𝒕

◆ TMO+𝒏,𝒌×ℓ,𝒒,𝜶,𝜷,𝝎 ≤ HNF.TMO+𝒏,𝒌×(ℓ+𝒌),𝒒,𝜶,𝜷,𝝎

▪ Proof) 𝑨 ⋅ 𝒛 = 𝑐𝒕 + 𝒖⟹ (𝑰| 𝑨 ⋅ (𝟎| 𝒛 𝑇 = 𝑐𝒕 + 𝒖

◆ TMO+𝒏,𝒌×ℓ,𝒒,𝜶,𝜷,𝝎 ≤ TMO𝒏,𝒌× ℓ+𝒌 ,𝒒,𝜶,𝜷+𝝎

◆ TMO𝒏,𝒌×ℓ,𝒒,𝜶,𝜷 ≤ M-CR𝒏,𝒌×ℓ,𝒒,𝜷 + M-OW𝒏,𝒌×ℓ),𝒒,≤𝜷/𝒏𝜶

[CGM19] Y. Chen et al., “Approximate Trapdoors for Lattices and Smaller Hash-and-Sign Signatures”, ASIACRYPT 2019

GCK-Based Signatures (3)03. Ongoing
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❖ Security Proof based on Module-TMO+

𝑨, 𝒕1
𝑝𝑢𝑏𝑙𝑖𝑐 𝑘𝑒𝑦: 𝒕

𝑨, 𝑡

𝒜 (Module-TMO+ adversary)

ℬ (EUF-CMA Forger)

𝑐, 𝒛 , (𝑐′, 𝒛′)

𝐺𝑜𝑎𝑙: 𝑓𝑖𝑛𝑑 𝒙, 𝑐
𝑠𝑢𝑐ℎ 𝑡ℎ𝑎𝑡 𝑨𝒙 = 𝑐𝒕 + 𝒖

Get two forgery 𝒛, 𝑐 , (𝒛′, 𝑐′)
Such that
𝑨𝒛 − 𝑐𝒕 𝑑 = 𝑌
𝑨𝒛′ − 𝑐′𝒕 𝑑 = 𝑌

𝑨 𝒛 − 𝒛′ = 𝑐 − 𝑐′ 𝒕 + 𝒖 − 𝒖′

where ||𝒛 − 𝒛′||∞ ≤ 2 𝐵 − 𝐿𝑠 , ||𝑐 − 𝑐′|| ≤ 2
and ||𝒖 − 𝒖′|| ≤ 2(2𝑑 − 1)

(෤𝒛, ǁ𝑐, ෥𝒖)

||෤𝒛||∞ ≤ 2 𝐵 − 𝐿𝑠 ,

|| ǁ𝑐||∞ ≤ 2, ||෥𝒖||∞ ≤ 2 2𝑑 − 1

GCK-Based Signatures (3)03. Ongoing
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❖ Module-GCK

◆ TMO+ of Module-GCK problem

▪ Given 𝑨 ∈ 𝑅𝑘×ℓ and 𝒕 ∈ 𝑅𝑘, find 𝒙, 𝑐, 𝒖 s.t. 𝑐 ∞ ≤ 𝛼, 𝒙 ∞≤ 𝛽 , 𝒖 ∞≤ 𝜔 and 𝑨𝒙 = 𝑐𝒕 + 𝒖

PK = 𝑨, 𝒕1 = 𝑨𝒔 𝒘 = (𝑨𝒔 + 𝒆)/2𝑤

where ||𝒔||∞ ≤ 𝜂, ||𝒆||∞ ≤ 2𝑤 − 1

• TMO+𝑛,𝑘×ℓ,𝑞,𝛼,𝛽,𝜔 ≤ TMO𝑛,𝑘× ℓ+𝑘 ,𝑞,𝛼,𝛽+𝜔 𝛼 = 2, 𝛽 = 2 𝐵 − 𝐿𝑠 , 𝜔 = 2 2𝑑 − 1

• TMO𝑛,𝑘× ℓ+𝑘 ,𝑞,𝛼,𝛽+𝜔 ≤ M−OW𝑛,𝑘× ℓ+𝑘 ,𝑞,𝛼,𝛾+ M−CR𝑛,𝑘× ℓ+𝑘 ,𝑞,𝛼,𝛽+𝜔

≤ M−LWE𝑛,𝑘×ℓ,𝑞,𝛼,𝛾+ M−SIS𝑛,𝑘× ℓ+𝑘 ,𝑞,𝛼,2(𝛽+𝜔)

GCK-Based Signatures (3)03. Ongoing



❖ Dilithium

◆ Public key : 𝑨, 𝒕𝟏 = 𝑨 ⋅ 𝒔 + 𝒆 𝛼 ∈ 𝑅𝑞
𝑘×ℓ × 𝑅𝑞

𝑘 Secret key : 𝒔, 𝒆, 𝒕𝟎

◆ Sign : 𝒛, 𝑐, ℎ = 𝒚 + 𝑐𝒔, 𝑐 = 𝐻 𝑨𝒚 𝒅, 𝑚 , ℎ = 𝐻𝑖𝑛𝑡(−𝑐𝒕0, 𝑨𝒚 − 𝑐𝒆 + 𝑐𝒕0, 𝑑)

◆ Check if

38

𝑚

=  H

𝑨 𝒚

Sig : +

𝒚 𝒔 𝑐

=

𝒛

𝑑

||𝑙𝑜𝑤 𝑐𝒕0 ||∞ < 2𝑑

| 𝒚 + 𝑐𝒔 |∞ < 𝐵 − 𝐿𝑠

||𝑙𝑜𝑤 𝑨𝒚 − 𝑐𝒆 ||∞ < 2𝑑 − 𝐿𝑒

Security check on 𝑠 [Lyu09]

Security check on 𝑒 [GLP12], [BG14]

Correctness check for hint [Dilithium]

𝑐

GCK-Based Signatures (3)03. Ongoing
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