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Simple and Efficient Signature Schemes
from Generalized Compact Knapsacks
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| 01. HHZ x| A} k Lattice-based Signatures

< Overview (w/ Fiat-Shamir Transform)

Signature Public key
LWE Compression Compression
[ [Lyu09] [GLP12] [BG14] —{ Dilithium ]
TMO Module-TMO Module-TMO*
: \ f Module |
eCCien ) |__GCkSign /4’-
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| 01. HYZAX| Al k Lattice Problems

m
< Short Integer Solutions(SIS) Problem _
n A Z 0
o Definition
= Given a matrix A € Zz*™ and a real f,
find a vector z € Z™ such that Az=0 mod gand 0 < ||z|| < B
+ Ring-SIS Problem
= Given a matrix a,, ...,a, € Rgand a real f3,
find a vector ze R st. ¥¢_,a;-zz=0mod gand 0 < ||z|| < B
¢ Module-SIS Problem
= Given a matrix A € R¥* and a real B,
find a vector z € RY suchthat A-z=0mod gand 0<||z|| <f
a V4 0 A Z




| 01. HYZAX| Al k Lattice Problems

< Learning with Errors(LWE) Problem

¢ Definition

= Search : Given A € Zg¥™" and b = As + e where e « y, find a vector s € Z
= Decision : Distinguish (4, As + e) from uniform (4,u) pairs

+ Ring-LWE Problem

» Givena€Rfand b=a-s+e where e « g, find s € R,

¢ Module-LWE Problem

= Given a matrix A € R¥““and b = A-s + e where e « y, find a vector s € R{

A s e b




| 01. HYZAX| Al k GCK Function

Fqo(x)

a X
< Generalized Compact Knapsack(GCK) - HEHE 7 «,
. eye a1 a; az ay X
+ Definition 2
X3

» For aring R, small integer m > 1, GCK function F,;: R™ — R is defined as follows:

Fo(x) = X%, x; - a; where x = (x4, ..., xp,) € Rg* and [|x]|, < B

+ Onewayness of GCK problem
= Given a=(ay,..,a,) ER™and t €R, find x st ||x|]lo <p and F,(x) =t

o Collision-Resistance of GCK problem
= Given a = (aj,...,ap) ER™, find x,y e R} st. x =y, |Ixllw < B, I¥llo< B and Fy(x) = E,(y)

[Mic02] D. Micciancio., “Generalized compact knapsacks, cyclic lattices, and efficient one-way functions”, FOCS 2002
[LMO6] V. Lyubashevsky et al., “Generalized Compact Knapsacks Are Collision Resistant”, ICALP 2006
[PRO6] C. Peikert et al., “Efficient Collision-Resistant Hashing from Worst-Case Assumption on cyclic Lattices”, TCC 2006
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< Lattice-based Signature

¢ Schnorr Identification

withess

X

Y

|
Prover

CRS Statement
g y=g"

Commit
R=g"

Challenge

c
Response
S=r+cx

£

Verifier

Verify
gs;R .yc
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< Lattice-based Signature

o Schnorr Signature (w/ Fiat-Shamir Transform)

CRS Statement
g y=g"
witnhess Commit Random Oracle
X R = g'l"
. ' = H(R,
Challenge ¢ (R, m) Q
i c
Prover ) Verifier
Response Verify
c s=r+cx g°/y° =R

5 cLH(R,m)
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< Lattice-based Signature

¢ Lyubashevsky’s Identification Scheme

t

a h
= HEHENE 7 s
ai a, asz au S,
S3
Sa

= Principle : Proof Knowledge of the input s € R™ such that F,(s) = Y%, a; -s; and ||s||. < B

witness : s Commit Random Oracle
statement : ¢t = F,(s) F,(y)
H Challenge c=HFEW),wW
. Verifier
l «
Prover Response Check if
€ rEscty H(Fy(2) — te,u) = ¢
= Rejection Sampling (z)
—B + L B — L

[Lyu09] V. Lyubashevsky., “Fiat-Shamir with Aborts: Applications to Lattice and Factoring-based Signatures”, ASIACRYPT 2009
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< Security Proof based on GCK-CR
¢ [Lyu09]
A (GCK-CR adversary)

Goal: find x, x'

such that Fy(x) = Fy(x") B (EUF-CMA Forger)
a -
public key: t = F,(s) a,t >
Y = FR(»)
get two forgery (c,z),(c’,2) (c,z),(c’,2")
Such that <
F(z) —tc=Y, By rewinding technique
F,(z)—tcd' =Y
, Set x=z—sc, (#y+sc—sc
) X, X x =z —sc’ ¢y+SC,—SC’

¥ F,(x) = F,(z—sc) = F,(z) — tc
=Y =F,/(2')—tc
= F(2' — sc’) = F(x)

x = X' by witness indsistinguishability = Security Requirement: q" < (28 + 1)™"

[Lyu09] V. Lyubashevsky., “Fiat-Shamir with Aborts: Applications to Lattice and Factoring-based Signatures”, ASIACRYPT 2009
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Lyubashevsky'’s Identification Scheme

¢ Principle
» Proof Knowledge of the input s such that F,(s) = X", s; - a; and [|s|l, < B

witness : § Commit Random Oracle
statement : t = F,(s) F,(y)
H Challenge ¢ =H(F) ©
- Verifier
&’ <
€ rEscty H(Fy(2) — te,u) = ¢

v

+ Limitation
= Security proof based on GCK collision-resistance problem + additional security requirement

Pk Sig Sk Bandwidth
(Bytes) | (Bytes) | (Bytes) | (Pk +Sig)

Lyu09 512 2,047 =~ 215 x~ 2958 ~N72B:6 6,125 14,875 6,125 21,000

Dilithium 256 2 78 =223 (44) P 1,312 2,420 2,544 3,732 123

[Lyu09] V. Lyubashevsky., “Fiat-Shamir with Aborts: Applications to Lattice and Factoring-based Signatures”, ASIACRYPT 2009
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< Lattice-based Signature

¢ A Variant of Schnorr Identification

CRS Statement
S1 S2
91, 92 Yy=4, "9,
witness Commit
51,52 R=QIJ’1_Q%’2
Challenge 8
i
Prover ) € Verifier
Response Verify

Z1 =Y €85 Zy = Yp T €Sy gfl'gzzzéR‘yc

v
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< Lattice-based Signature
+ Identification Protocol [GLP12]

CRS Statement
a< R, t=a-s+e
witness Commit Random Oracle
s« D}
e « DI ay, +y: ‘
H ¢ = H(ay; + y;,m)
Challenge
I C . .
Prover ) Verifier
Response Verify
c zZ; =sc+y; Z; =ec+y, c £H(az, + z, — tc,m)

v

[GLP12] T. Giineysu et al., “Practical Lattice-based Cryptography: A Signature Scheme for Embedded Systems”, CHES 2012



Lattice-based Signatures

c = H(ay; + y,,m)

< Security Proof based on Ring-SIS

¢ [GLP12]
A (Ring-SIS adversary)

Goal: find x4, x,
such that ax; + x, = 0 ‘B (EUF-CMA Forger)
a Decisional — LWE problem

Verify

¢ £H(az; + z, — tc,m)

public key: t = as + e at

=as' +eé' Y=ay, +y,

get two forgery (¢, z),(c’,z") (c,z),(c',z")
Such that

az,+z,—tc =Y,

az, +z, —tc' =Y

Set x, =z, —sc —z; + sc/,
MREL X, =2, —ec—zy + ec'

x1 # 0&x' # 0 by witness indsistinguishability = SeeurityRequirement-—gl—~<<—2H+DT"

[GLP12] T. Giineysu et al., “Practical Lattice-based Cryptography: A Signature Scheme for Embedded Systems”, CHES 2012
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< Lattice-based Signature
+ Identification Protocol [GLP12]

CRS Statement
a< R, t=a-s+e
witness Commit Random Oracle
s« D}
e « DI ay, +y: ‘
H ¢ = H(ay; + y;,m)
Challenge
I C . .
Prover ) Verifier
Response Verify
c zZ; =sc+y; Z; =ec+y, c £H(az, + z, — tc,m)

v

[GLP12] T. Giineysu et al., “Practical Lattice-based Cryptography: A Signature Scheme for Embedded Systems”, CHES 2012
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< Lattice-based Signature

¢ Improved Identification Protocol [BG14]

CRS Statement
a < Rq t=a-s+e
witness Commit Random Oracle
s « DY _
e « DI r=an
‘ ) ¢ = H(ay,;,m)
Challenge -
1 c
Prover «
Response
C Z1 = SC aF V1
1
[1fof1f1l1ol11fol1T1] =# [z2fofz2f[1)1]of2]of1]1]1]

[BG14] S. Bai et al., “An Improved Compression Technique for Signatures based on Learning with Errors”, CT-RSA 2014

1joj1fa] = [1fof1]1)

[Signature Size Reduction]

I3\

Verifier

Verify
¢ £H(az, — tc,m)

az, —tc

=a(sc+y,) —(as+e)c
=ay, — ec

~ ay,
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< Lattice-based Signature

PK compression

« Dilithium (MLWE + MSIS) PR G,
t= & : to
1
CRS Statement t, = [tle= high(t)  t, = low(t)
A < RF t=As+e=1t 2%+t
witness Commit Random Oracle
s « Df
e Dg r=A4y ‘
-~ = H([ayl,
Challenge ¢ (I Y K)
| c T
Prover ) Verifier
Response Verify
. [ ctH([Az — 2%t.c| g, m)

v

Az —cty -2 = Az —c(t—t,)
= Az — tc — ct,

= Ay — ec — ct,

[DKL+18] L. Ducas et al., “CRYSTALS-Dilithium: A Lattice-based Digital Signature Scheme”, TCHES 2018
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< Dilithium
¢ Public key :(4, t; =[A-s+e],) € RE** xRE  Secret key : s,¢e,t,
e Sign: (z,c,h) = (y +c¢s, ¢ = H([Aylq, m),h = Hint(—ct,, Ay — ce + cty, d))

A
Z y S ¢ f_ Y — \
Sig - H-B. c HEEN m
B - n | | R
] HEEE
- L LI
o Check if ||ly+cs||ew <B— L Security check on s [Lyu09]

|llow(Ay — ce)||eo < 2% — L, Security check on e [GLP12], [BG14]

|[low (cto) |l < 2¢ Correctness check for hint [Dilithium]




k GCK-Based Signatures (1)

<+ GCK function F, and R, = Z,[x]/< x™ + 1 >, q = prime for NTT

¢ Public key :(a, t = F,(s)) € R X R, Secret key : s €R[", |

t S

a a
P HHHEE = HEHE

e Sign: (z,0) =(y+c-s, ¢ =HFEQ®), 1) €RCgyy 51 % (0,1}
Z y s ¢ a y
Slg . = + .... U
¢ =H

m
[-n.1]

= Check if ||z|| =|||y + ¢ - s|| < B — Lg|to prevent leakage of s from z

" |lc-s||<Ls <€ c:sparse ternary distribution and s < R

o Verification: (1) computea:-z—c-t =a-y
(2) check if ¢ =H(a-y, u)
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< Security Proof based on GCK-OW (trial)

A (GCK-OW adversary)

Goal: find x
such that F,(x) = t and [|x|l < B B (EUF-CMA Forger)

a,t

»
»

a,t

v

public key: t

‘ (c,2),(c',z")

get two forgery (c,z),(c',z’) By rewinding technique
Such that

F,(z) —tc =Y,

F,(z)—tcd' =Y

z—2z2' =(c—c)x

X x=(z—-2z)(c—-c")?

A




k New GCK Problem

< Generalized Compact Knapsack(GCK)

¢ One-wayness of GCK problem

» Givena= (a4, ..,a,) ER™and t €R
find x st [|x|lo <B and Fy(x) =t

¢ Collision-Resistance of GCK problem

= Given a = (ay,...,an) € R™, find x,y € RY
st x#Y, xllo < B, IYlle<F and F,(x) = F,(y)

¢ Target-modified One-wayness of GCK problem (TMO)

» Given a =(ay,..,a,,) ER™and t € R,
find x,c st |lcllo < @, lIxll< B, and Fp(x) =c-t




k New GCK Problem

< Security Proof
o Security based on GCK-TMO Problem

A (GCK-TMO adversary)

Goal: find x,c

such that Fy(x) = c - t B (EUF-CMA Forger)
at
: . a, t |-
public key:t "
Y = Fa(y)
Get two forgery (z,c), (z', ) (c,2),(c’,z")
Such that o .. )
F(z)—tc=Y By rewinding technique
E,(z)—tcd' =Y
F (Z . Z') _ (C _ C')t + Target-modified Onewayness of GCK problem (TMO)
a » Given a = (ay,..,ay) ER™ and t € R,
find x,c st |lcllew < a, ||xillo< B, and Fp(x) =c-t
Setx=z—-2,¢=(c—c")
X, C

&
<

”x“oo < Z(B _Ls)
[1€]]eo < 2




k New GCK Problem

< Reduction between GCK problems

B (GCK-TMO adversary) = (x,¢) st. [[cllo < @, [|X]|lo< B, and Fp(x) = - t

Case 1) ||[xc™ Yo < ¥ = Setz=x-c !

satisfyingn-a -y <
ving r=~p = Then it is satisfied that F,(z) = F;(x-¢c™1) = ¢

= Solving GCK-OW,, ., = Solving GCK-OW,, 1, 5
= Solving GCK-CR;, 1 g

A (GCK-CR adversary)

Case 2) ||xc‘1||oo >y

‘B (GCK-TMO adversary)

— a,t(= Fo(2))

= Solving GCK-CR;, 1 g

Pickzst. |lzl| <y

F,(x)=t-c
=c - F(2)
= F(c-2)

xe™ # 2 (< [lxe ], > v, el <7)
=>XFZ-C
(x,x") Setx' =z-¢




Parameter selection & Performance Analysis (v0.1)

o Security parameters are determined by SIS hardness estimator

R-SIS e
Collision- - Target- modlfled One-wa ness
Problem Resistance one-wavnESS .

‘;ﬁ\

NIST-II Sig Bandwidth KeyGen Sign Verify SIS
{Bytes) (Bytes) (Bytes) (Pk + Sig) (K cycle) (K cycle) (K cycle) Hardness
Dilithium =222 (44) A 1,312 2,420 2,544 3,732 1,323 298 123

Ours 256 1 ~ 254 4 214 —1 1,760 1,952 288 3,712 184 1,062 237 125

NIST-IIl Sig Bandwidth KeyGen Sign Verify SIS
(Bytes) (Bytes) (Bytes) (Pk + Sig) (K cycle) (K cycle) (K cycle) Hardness

Dilithium = 2% (6,5) A 1,952 3,293 4,016 5,245 2,155 520 182

Ours 256 1 ~ 260 4 214 4 29 1,952 2,080 288 4,032 202 1,240 253 183

NIST-V Sig Bandwidth KeyGen Sign Verify SIS
(Bytes) (Bytes) (Bytes) (Pk + Sig) (K cycle) (K cycle) (K cycle) Hardness

Dilithium ~ 28 (87) 210 2,592 4,595 4,880 7,187 2,592 779 265

Ours 512 1 ~ 247 3 215 —1 3,040 3,104 588 6,144 265 1,421 373 268




k GCK-Based Signatures (1)

<+ GCK function F, and R, = Z,[x]/< x™ + 1 >, q = prime for NTT

m

¢ Public key :(a, t = F,(s)) € R X R, Secret key : s € R[Z, .,

a S
= HENE

t

a
AN | ]| | |

< Key Recovery Attack
(KpgC Forum, Minkyu Kim)

e Sign: (z,0) =(y+c-s, ¢ =HFEQ®), 1) €RCgyy 51 % (0,1}

a y
HEER u

Sig : = +
¢ =H

o Verification: (1) computea:-z—c-t =a-y
(2) check if ¢ =H(a-y, u)




AT we Avtack

Primal Attack (uSVP) — (Low-density SIS Problem)

a{Sq1 + -+ a,s, = tmodq

A={xeR™Liax; ++ apnxy, — tx,+1 = 0 mod g}

¢ Attack (Success Condition)
= BKZ with the Geometric Series Assumption (GSA) : ||b}|| = 64721 - Vol(A)Y/@
= uSVP solution v will be detected if

g—p+1 || < ||bg_ps1ll

- nmb < §2b=dg1/(m+1)
\/ (m+ n
NIST-1I Pk Sig Pk+Sig LWE
(Bytes) (Bytes) (Bytes) Hardness
Dilithium ~ 228 (4,4) 217 1,312 2,420 3,732
Ours 256 1 ~ 2% 4 214 —1 1,760 1,952 288 125 <64

[ADPS15] E. Alkim et al., “Post-quantum Key Exchange — A New Hope”, USENIX 2016




k New GCK Problem

< Reduction between GCK problems

B (GCK-TMO adversary) = (x,¢) st. [[cllo < @, [|X]|lo< B, and Fp(x) = - t
A (GCK-CR adversary)

B (GCK-TMO adversary)

> al t(= Fa(z))‘
Pick Z s.t. ||z||oo <y
x.c
Elx)=t-c <
=c - Fp(2)
= Fp(c - 2)

xct#z (7 |lxc7M| >y lzl] < v)
>XF*Z-C
(x,x") Setx' =z-c

A

Case 1) [[xc7 o >y = Solving GCK-CRym,p

Case2) [xc <y = Solving GCK-OW,, ., (# Solving GCK-OW,, 1, )
wheren-a-y <p



k GCK-Based Signatures (2)

+ GCK function F, and R, = Z[x]/< x™ + 1 >, q = prime

o Public key :(4, t = F4(s)) € RE** xRE  Secret key : s s <Rl
e Sign:(z,c)=(y+c-s, c=HFW), m) €R{ p,; 51 *x{0,13¥ Y R gp
t A s
PK: - HEER
HEEN
HEEN
z y s C A
Sig : 4 Y )
oLl : EEEEE =
HEEER
]
N _

o Verification: (1) compute F4(z) —c -t =F4(y)
(2) check if ¢ = H(F4(y), m)




k Module-GCK Function o

% Module-GCK

¢ Definition

A b
- HEHE
HEEN
HEEE

= For aring R, integer k, ¢, GCK function F,: R¥** - R¥ is defined as follows:

Fg(x) = twheret =A-x and ||x]|e < B

¢ OW of Module-GCK problem
= Given A € R**¢ and t € R¥, find x € RY st ||x]lo < B and F4(x) =t

¢ CR of Module-GCK problem
= Given A € R¥, find x,y e R' st. x #y, [xllc B, I¥llc < B and F4(x) = F4(y)

¢ TMO of Module-GCK problem
= Given A € R¥*¢ and t € R¥, find x,c st |iclle < @, |Xll< 8, and Fy(x) =c- t




AT we Avtack

Low-density (I)SIS Problem to LWE Problem

S1

Ay tlra; ay | as _(t
(as ay a6) Z :(tz) mod g Adv"kXM3

1 (A1 4y
f3(4,)~! where 4, == (a3 a4)

tq

a, a; — (Al)—l i (t ) mod q
2

(Al)_l . ((13 Ay

/ S1 /
(1 ) a’5> Sy | = < }) mod q
0 1 Ag S3 2

a: s1\ _ (t1 LWE
< ,> * S3 ~+ (Sz) = <té> mod q Advn,kx(f—k),q,ﬁ

+ Attack (Success Condition)
= BKZ with the Geometric Series Assumption (GSA) : ||b;|| = §¢2-1 . Vol(a)/¢
= uSVP solution v will be detected if
NTa-b+1 (I < [1bg—p1ll

* T4y_pe1(V): projection of v onto the vector space spanned by the last b Gram-Schmidt vectors

5= (((ﬂb)l/bb) /Zne)ll(zw_ln

Vb " -
Nracpea @ = ZIL 11bGpeq|| = 6207 9gH WD

Minkyu Kim et al., “Analysis of GCKSign”, KpqC Forum, 2023.



Parameter selection (v0.2)

o Security parameters are determined by LWE & SIS hardness estimator

. Sig Pk+Sig LWE

Dilithium ~ 2% (4,4) 217 1,312 2,420 3,732
Ours 256 1 ~ 220 (34) 2¥%5-1 1,952 2,080 4,032 136 —» 14 142
N KIDER AN,

Dilithium =228 NG,5)) 219 1,952 3,293 5,245
Ours 256 1 ~21% (4,5 2154212 2,464 2,752 5,216 191 - 14 194

Sig Pk+Sig LWE

Dilithium ~ 223 (8,7) 219 2,592 4,595 7,187

Ours 256 1 ~ 221 (57) 215+28 3,392 3,840 7,232 262 — 48 272




Parameter selection (v0.3)

o Security parameters are determined by LWE & SIS hardness estimator

Pk+Sig LWE
(Bytes) (Bytes) (Bytes) Hardness

NIST-II ~ 223 (44) 1,312 2,420 3,732
NIST-III 256 4 ~ 223 (6,5) e 1,952 3,293 5,245 182 186
NIST-V 256 2 ~ 223 (8,7) 219 2,592 4,595 7,187 252 265
" k. 0) sig pk sk pk + sig Classical Hardness
’ q g (bytes) (bytes) (bytes) (bytes) security problem
512 (1,5)  ~2% 2047 9,000 3,875 3,875 12,875 71
[Lyu09] 512 (1,8)  ~2% 2047 14,875 6,125 6,125 21,000 132 GCK-CR
1,024 (1,8)  =~2% 2047 30,750 12,250 12,250 43,000 283
256 (2,5 w~28 1 2,592 1,632 352 4,224 71
Ours 256 (3.8) =~ 2% 1 4,384 2,528 544 6,912 134 GCK-TMO
256 (7.17) =27 1 10,368 6,080 1,120 16,448 291

AdV,l,\l{Ik_Ll’\C/lljg’ﬁ < AdVMk_X(i)I’Rq’ﬁ*' Advh/lkxci)’\évy(ﬁ[)’/na) wherea =2, f =2(B—Lg)



k GCK-Based Signatures (3)

+ GCK function F, and R, = Z[x]/< x™ + 1 >, q = prime

¢ Public key :(4, t; = [4s],,) € RE** xRE  Secret key : (s, t) s<Rl,

¢ Sign: (z,6,h) = +c-s, ¢ =H(Aylg, ), h) Y« Rl gp
A t1 — A S —

PK: D | - |EEEE
HEEN | HEEE
HEEN | HEEN

- - W
| y s c A y _
se: [ ;  ([mEmmE]
-n| |NEEE
HEEE
L Ao

o Verification: check if c = H([Az — ct,]; + h, 1)




k GCK-Based Signatures (3)

< Security Proof based on GCK-TMO

A (Module-TMO adversary)

Goal: find x,c

such that Ax = ct B (EUF-CMA Forger)
At .
: Aty R
public key: t "

Get two forgery (z,c), (z’,c) (c,2),(c’,z")
Such that “ T :
[Az—ct], = v By rewinding technique
[AZ’ — C’t]d =Y

Az—2z)=(c—-c)t+(u—-u')

where ||z — 2'||e, < 2(B — Lg), |lc —¢'|| £ 2
and [[lu—u'|| £ 2% -1)

A




k GCK-Based Signatures (3)
Fj(x)

% Module-GCK _ .A.
|

¢ TMO of Module-GCK problem
= Given 4 € R**¢ and t € R¥, find x,c st ||clle < @, [|Xll< 8, and F4(x) =c -t

¢ HNF.TMO of Module-GCK problem (Hermite normal form)
= Given A € R**(=K) and t = Fl/(z) € R¥,
find x,c st |lclle < a, |xll< B, and [A||I,] - [x1|Ix]T =c- t

¢ TMO+ of Module-GCK problem
= Given A € R** and t € R*, find x,c,u st |Icllw S @, [|X|l0< B, lUllw<w and Ax =c-t+u

¢ HNF.TMO+ of Module-GCK problem
= Given A € R**(=%) and t = F}(z) € R¥,
find x,c,u st llcllo € @ X< B, lullo< w and [A||I;] - [x1]|x2]" =c-t+u




k GCK-Based Signatures (3)

% Module-GCK

4 TMOn,kX{’,q,a,ﬁ = HNF.TMOn’ng’q’a’ﬁ
= Proof) ([A,||4,) - z=ct & (I||(A;)"*A,) -z =ct’' where t' = (4,)" 1t

¢ HNF°TMO+n,k><£,q,a,[)’,w < HNF°TMOn,k><£,q,a,ﬁ+w
= Proof) (I|14) - (z:]1z,)" = ct +u = (I||A) - (2, — ul|z,)" = ct

¢ TMO+, kxrgapw < HNFETMO+, iy o1k).q.0.80
= Proof)A-z=ct+u= (I||A) - (0||2)T =ct+u

* TMO+n,k><{’,q,a,B,w < TMon,kx(£’+k),q,a,ﬁ+w

¢ TMOn,kx{’,q,a,B = M'CRn,kx{’,q,ﬁ + M'OWn,kx{’),q,sﬁ/na

[CGM19] Y. Chen et al., “Approximate Trapdoors for Lattices and Smaller Hash-and-Sign Signatures”, ASIACRYPT 2019



k GCK-Based Signatures (3)

< Security Proof based on Module-TMO+

A (Module-TMO+ adversary)

Goal: find x,c

such that Ax = ct +u B (EUF-CMA Forger)
At

»
»

At,

v

public key: t

Get two forgery (z,¢), (Z, ¢') (c,z),(c,z)

h th < —— .
?:;_tcatt]d _y By rewinding technique
[Az' — c't]; =Y

A(z—2z) = (c—c)t+ (u—u')
where ||z — 2'||e < 2(B — Lg), |lc = ¢'|| £ 2
and [lu—u'|[| < 2(2% - 1)
(z,¢,u)
1Z||e < 2(B — L),
1elleo < 2, 1i]leo < 2(2¢ — 1)

A




k GCK-Based Signatures (3)

% Module-GCK PK= (4, t; = [As],, = (As +e)/2")

where ||s]|o <1, ]|€]]o < 2% — 1

¢ TMO+ of Module-GCK problem

= Given A € R**¢ and t € R, find x,c,u st |lclle < @, Xl < B, llUullo< w and Ax = ct + u

A (Module-TMO+ adversary)

Goal: find x,c
such that Ax = ct + u B (EUF-CMA Forger)
At
g At
public key:t >
Get two forgery (z,¢), (z',¢") (c,z),(c",z")
Such that B - i
Az —ctl, = ¥ y rewinding
[Az' —c't]ly =Y technique

Alz—2zN=(c—c)t+ (u—u")

where ||z — 2'|[o < 2(B = Ly), |[c=c'|| €2
and |Ju—u'|| < 2(2¢-1)

° TMO"'n,kx{’,q,a,B,w = TMOn,kx({’+k),q,a,B+w (“ =24 =2(B-Ly),w=2(2% - 1))

TMOn,kx({’+k),q,a,B+a) < M_OWn,kx({’+k),q,a,y+ M_CRn,kx({’+k),q,a,B+w

< M-LWE; kxs,q,a,yt M=SISp kx(2+k),q,a,2(8+w)



k GCK-Based Signatures (3)

< Dilithium
¢ Public key :(4, t; =[A-s+e],) € RE** xRE  Secret key : s,¢e,t,
e Sign: (z,c,h) = (y +c¢s, ¢ = H([Aylq, m),h = Hint(—ct,, Ay — ce + cty, d))

A
Z y S ¢ f_ Y — \
Sig : . = + ¢ .... m
B - n | | R
] HEEE
- L LI
o Check if ||ly+cs||ew <B— L Security check on s [Lyu09]

|llow(Ay — ce)||eo < 2% — L, Security check on e [GLP12], [BG14]

|[low (cto) |l < 2¢ Correctness check for hint [Dilithium]




T hank You

Q&A



	슬라이드 1: GCKSign   Simple and Efficient Signature Schemes from Generalized Compact Knapsacks
	슬라이드 2: Lattice-based Signatures
	슬라이드 3: Lattice Problems
	슬라이드 4: Lattice Problems
	슬라이드 5: GCK Function
	슬라이드 6: Lattice-based Signatures
	슬라이드 7: Lattice-based Signatures
	슬라이드 8: Lattice-based Signatures
	슬라이드 9: Lattice-based Signatures
	슬라이드 10: Lattice-based Signatures
	슬라이드 11: Lattice-based Signatures
	슬라이드 12: Lattice-based Signatures
	슬라이드 13: Lattice-based Signatures
	슬라이드 14: Lattice-based Signatures
	슬라이드 15: Lattice-based Signatures
	슬라이드 16: Lattice-based Signatures
	슬라이드 17: Lattice-based Signatures
	슬라이드 18:  GCK-Based Signatures (1)
	슬라이드 19: Lattice-based Signatures
	슬라이드 20: New GCK Problem
	슬라이드 21: New GCK Problem
	슬라이드 22: New GCK Problem
	슬라이드 23: Comparison
	슬라이드 24:  GCK-Based Signatures (1)
	슬라이드 25:  LWE Attack
	슬라이드 26: New GCK Problem
	슬라이드 27:  GCK-Based Signatures (2)
	슬라이드 28: Module-GCK Function
	슬라이드 29:  LWE Attack
	슬라이드 30: Comparison
	슬라이드 31: Comparison
	슬라이드 32:  GCK-Based Signatures (3)
	슬라이드 33:  GCK-Based Signatures (3)
	슬라이드 34:  GCK-Based Signatures (3)
	슬라이드 35:  GCK-Based Signatures (3)
	슬라이드 36:  GCK-Based Signatures (3)
	슬라이드 37:  GCK-Based Signatures (3)
	슬라이드 38:  GCK-Based Signatures (3)
	슬라이드 39

